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Abstract
Secure software development frameworks, such as OWASP SAMM,
BSIMM, and NIST SSDF, structure security decisions on the premise
that an identifiable professional approves, audits, and is account-
able for them. LLM-based agents disrupt this premise: in threat
modeling, penetration testing, and incident response, they not only
produce evidence but also propose strategies, prioritize actions, and
execute workflows with varying autonomy. Formal responsibility
remains human, while the construction of the decision is distributed
between humans and agents. This position paper characterizes this
accountability decoupling and its resulting phenomenon, the Ac-
countability Chasm: the gap between the operational autonomy
of agents and the capacity of governance mechanisms to preserve
traceability, contestability, and attribution over security decisions.
Unlike the classic accountability gap, here, accountability remains
attributed to a human; what degrades is what makes this attribu-
tion effective. This paper describes three degradation scenarios in
real-world security activities, propose four accountability-oriented
governance principles, and presents a research agenda.
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1 Introduction
Secure Software Development Life Cycle (SSDLC) practices seek to
incorporate security activities throughout the entire software devel-
opment life cycle, including threat modeling, code review, security
testing, and incident response [9]. Security-oriented frameworks,
such as the Secure Software Development Framework (NIST SSDF)
[12], the OWASP Software Assurance Maturity Model (OWASP
SAMM) [13], and the Building Security In Maturity Model (BSIMM)
[11] aim to structure activities so that decisions related to risks,
vulnerabilities, and security controls can be analyzed, justified, and
audited by professionals.

Recent advances in Large Language Model (LLM)-based systems
have spurred the emergence of agents capable of planning, execut-
ing, and coordinating activities previously carried out by software
teams [5, 6]. The use of these agents is increasingly common at
different stages of the software development cycle, while in the se-
curity domain their application has already been explored in threat
modeling, vulnerability triage, penetration testing, and incident
response operations [2, 3, 15]. Agents have ceased to act merely
as support tools and now operate as direct participants in the pro-
duction of analyses, recommendations, and actions that influence
security decisions [5].

Existing discussions focus on productivity, autonomy, reliability,
and human–agent collaboration, but provide only limited treatment
of accountability [5, 6]. Nevertheless, this accountability has not
been duly characterized. Aleti et al. [1] treat accountability as a
system property to be designed; Hoda [8], on the other hand, situate
it among open sociotechnical concerns, yet neither describes the
mechanism of its degradation. Thus, how does accountability
for security decisions hold when execution is delegated to
agents? Formal accountability remains with professionals and or-
ganizations, yet an increasing share of the analyses that underpin
it is produced by agents at different levels of autonomy, as shown
in Figure 1[7, 14]. Figure 1 illustrates the SSDLC activities in which
LLM-based agents can participate, highlighting that agentic sup-
port may span the entire security lifecycle rather than isolated
development tasks.

The principal challenge does not stem from autonomy itself,
but from the misalignment between the operational autonomy
delegated to agents and the governance mechanisms available to
assign, contest, and audit security decisions. As agents assume
SSDLC responsibilities, execution and accountability cease to evolve
in a coupled manner. Consequently, it becomes more difficult to
understand who influenced a given decision, who could contest it,
and who must answer for its direct and indirect impacts [4, 7, 10].
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Figure 1: SSDLC cicle

This phenomenon is named in this work as Accountability
Chasm, i.e., a progressive gap between the operational autonomy
of agents in security activities and the organizational capacity to
maintain adequate accountability mechanisms over security deci-
sions. This paper argues that this gap emerges from the decoupling
between execution and accountability, giving rise to challenges
related to traceability, contestability, and attribution throughout
the SSDLC.

This paper presents three contributions: i) the characterization of
responsibility decoupling and the resulting Accountability Chasm,
distinguishing them from the responsibility gap and the control gap
described in the literature; ii) the description of three degradation
scenarios, loss of contestability, degradation of traceability, and
diffusion of responsibility, in real threat modeling, penetration
testing, and incident response activities; and iii) the proposal of
four governance principles oriented toward accountability, each
associated with a verifiable mechanism, and a research agenda to
investigate them.

2 Existing SSDLC Frameworks Were Not
Designed for Agentic Security Decisions

SSDLC frameworks were conceived to integrate security into soft-
ware engineering activities through structured governance, veri-
fication, and risk management practices. Models such as OWASP
SAMM [13], BSIMM [11], and NIST SSDF [12] define processes for
threat identification, code review, security testing, vulnerability
management, and incident response. Although they differ in scope
and operationalization, these frameworks converge on one assump-
tion: security decisions remain under direct human supervision.

This assumption appears in the way the frameworks treat risk
acceptance, change approval, security evidence validation, and vul-
nerability handling activities. Each of these activities is structured
as a practice with designated owners, review points, and audit
trails [12, 13], which justify the decisions made throughout the
cycle. The objective is not merely to execute security tasks, but to
ensure that these decisions can be attributed, contested, and
audited afterward.

The architecture of these frameworks [11–13] emerged in a con-
text in which automated tools performed predominantly instru-
mental functions. Static analyzers, vulnerability scanners, and mon-
itoring platforms produced evidence to support human decisions,
but rarely participated in the formulation of these decisions. Re-
sponsibility for interpreting results, prioritizing risks, and defining
corrective actions remained associated with the professionals and
teams responsible for system security.

The emergence of LLM-based agents changes this dynamic. Ban-
dara et al. [3] apply agents with vision-language models to threat
modeling, Shen et al. [15] automate penetration testing with LLM
agents, and Ali et al. [2] employ agents in incident response. Un-
like traditional tools, these agents not only produce evidence, but
also propose strategies, select alternatives, prioritize actions, and
execute workflows at different levels of autonomy. Thus, agents
directly influence security decisions previously associated with
human deliberation.

This change exposes a structural limitation of current frame-
works. Their governance mechanisms were designed for environ-
ments in which operational execution and accountability remained
coupled.When agents participate in the production and operational-
ization of security decisions, this coupling breaks: the origin of a
recommendation, the possibility of contesting it, and the attribution
of who answers for its effects cease to be direct. The frameworks
continue to guide security management, but offer limited support
for decisions produced under increasing agentic autonomy.

The resulting challenge does not stem from the replacement of
SSDLC practices, but from the transformation of the assumptions
upon which they were built. The introduction of agents into secu-
rity activities creates a progressive separation between execution
and responsibility. This separation is a condition not yet character-
ized in the SSDLC context and constitutes a starting point for the
Accountability Chasm phenomenon.

3 From Responsibility Decoupling to the
Accountability Chasm

The introduction of agents into security activities does not eliminate
the accountability mechanisms existing in SSDLCs. The challenge
emerges when operational autonomy grows faster than organiza-
tional capacity to comprehend, supervise, and audit the decisions
produced in these activities. Under this condition, formal respon-
sibility remains assigned to individuals or teams, while the actual
production of analyses, recommendations, and actions becomes
shared with autonomous agents.

This process results in responsibility decoupling. In traditional
environments, those responsible for approving a decision partic-
ipate directly in evidence collection, alternative evaluation, and
justification of the final outcome. In agentic environments, some
of these steps may be executed by agents capable of generating
analyses, selecting strategies, and recommending actions without
continuous human involvement.Responsibility remains human,
but decision construction becomes progressively distributed.

This decoupling differs from the classic responsibility gap.Matthias
[10] describes situations in which no one can be held account-
able because system behavior is unpredictable, and Hindriks and
Veluwenkamp [7] reposition the problem as a control gap. In the
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case the authors examine, formal responsibility remains assigned to
a human; what degrades is the traceability and contestability that
make this assignment effective. The presence of an accountable
party in the flow does not suffice when they cannot observe or re-
construct the process that led to the agent’s recommendation [4, 7].

The first effect of the decoupling falls on contestability. To con-
test a decision depends on understanding which information was
used, which criteria were considered, and which alternatives were
discarded. In penetration tests conducted by agents [15], the pro-
fessional who approves the final report may not have access to
the chain that led the agent to prioritize one attack vector over
another. Human supervision alone does not resolve this problem as
long as the agent’s decision-making process remains insufficiently
observable.

The second effect falls on traceability. Security decisions re-
sult from multiple interactions among artifacts, tools, teams, and
organizational processes. In agentic SSDLCs, the decision chain
comes to include agents that produce intermediate artifacts, execute
tasks, and influence prioritizations. In threat modeling generated
by agents [3], reconstructing which premises led to a specific threat
becomes difficult when multiple agents chain steps in the same
workflow.

The combination of loss of contestability and degradation of
traceability favors the diffusion of responsibility. In agent-assisted
incident response [2], when triage and recommended actions are
produced by the agent, it becomes less clear who should have iden-
tified an omitted indicator and who answers for its consequences.
The problem ceases to reflect the isolated behavior of an agent and
begins to expose structural limitations of governance mechanisms
that supervise decisions distributed between humans and agents.

Accountability Chasm results from this process. The term
describes situations in which the operational autonomy of agents
exceeds the capacity of governance mechanisms to preserve trace-
ability, contestability, and attribution over security decisions. The
Accountability Chasm is not a specific technological failure: it is a
sociotechnical misalignment between the levels of autonomy exer-
cised by agents and the organizational mechanisms necessary to
sustain accountability in agentic SSDLCs [14].

Rather than operating as independent phenomena, the relation-
ship between these concepts forms a causal chain, as summarized
in Figure 2. As operational autonomy increases, responsibility be-
comes progressively decoupled from decision-making. This shift
degrades contestability and traceability, diffuses responsibility, and
ultimately resultates in the Accountability Chasm.

4 Reimagining Accountability for Agentic
SSDLCs

The Accountability Chasm indicates that traditional governance
mechanisms are insufficient to sustain accountability under in-
creasing levels of agentic autonomy. The answer does not lie in
restricting the use of agents in security activities, but in adapting
accountability mechanisms to the new forms of collaboration be-
tween humans and agents. In this direction, accountability should
be treated as an architectural property of agentic SSDLCs, designed
into the workflow rather than imposed as an obligation after exe-
cution. Each of the three following principles addresses one of the
degradation effects described in Section 3. s The first principle is

Figure 2: Causal Chain

accountability by design. Instead of reconstructing accountability
after an incident, every point in the flow at which an agent pro-
duces or influences a decision is associated, during system design,
a named human responsible party and a mandatory record. Verifi-
cation is direct: before deployment, auditing verifies whether every
agent-touched decision point has a designated approver.

The second principle demands verifiable attribution and responds
to the diffusion of responsibility. Every decision records not only
its outcome but the provenance of its construction: which agent
produced each recommendation, which evidence was used, and
which human assumed the final decision. Agent identifiers and
provenance trails [4] make this operational; the test is the ability to
recover, from any decision, the producing agent and the responsible
human.

The third principle determines that automation must not replace
contestability. The capacity of agents to propose strategies, priori-
tize vulnerabilities, and execute actions renders human supervision
insufficient by itself [7]. Before a recommendation takes effect, a
responsible party must be able to inspect its inputs and criteria and
reject it, with the rationale recorded—an explicit contestation point
in the flow, not tacit approval.

The fourth principle demands continuous traceability through-
out the human–agent flow. An append-only record captures prompts,
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intermediate artifacts, actions, and approvals, so that any decision
can be reconstructed afterward [4]. This evidence chain is a condi-
tion for auditing and accountability and, when multiple agents act
in the same flow, prevents the origin of a decision from being lost.

These principles do not eliminate the challenges of using agents
in SSDLCs. Consolidating them is an open research opportunity at
the intersection of security and agentic software engineering.

5 Research Agenda
Characterizing accountability in agentic SSDLCs requires empir-
ical and conceptual investigation into how its mechanisms can
be preserved in human-agent workflows. Four research directions
emerge.

RQ1 — How to measure responsibility decoupling in agen-
tic SSDLC activities? The question calls for a metric of misalign-
ment between execution, decision, and accountability. The prove-
nance records from Section 4 provide the substrate: the fraction
of decisions whose origin is reconstructible and the proportion of
agent recommendations with a named approver are candidate indi-
cators, to be validated in activities such as threat modeling, code
review, and incident response. A key challenge is distinguishing
agent influence from human deliberation when their contributions
are intertwined.

RQ2 — What granularity of traceability is sufficient to au-
dit security decisions in human agent flows, and at what cost?
Section 4 proposes recording prompts, artifacts, recommendations,
actions, and approvals; it remains to determine which level of detail
permits reconstructing a decision without prohibitive storage cost
or exposure of sensitive data [4]. Studies may compare logging
levels with respect to their ability to support a real audit.

Determining sufficiency poses a challenge, as there is no con-
sensual definition of a successful audit in agentic SSDLCs, which
hinders the comparative evaluation of logging strategies against a
ground truth.

RQ3 — How to ensure contestability in security decisions
influenced by agents? Empirical studies should examine which
information security professionals need to understand, question,
reject, or revise agent recommendations before they affect the sys-
tem, as well as how such contestation can be incorporated into
operational workflows.

RQ4 — Under which conditions does each governance
mechanism reduce the Accountability Chasm? Rather than
assuming that the principles from Section 4 apply uniformly, this
line empirically evaluates when mandatory human approval, au-
tonomy limits, segregation of duties, and peer review are necessary
or sufficient varying the agent’s level of autonomy and the type of
activity and their accountability and operational fluidity trade-offs.

RQ5 — How does agentic automation bias affect the effec-
tive exercise of contestability in security decisions?

This demands empirical investigation into how professionals
actually interact with recommendations produced by agents in
security activities: how they evaluate, reject, or accept these recom-
mendations and which factors, the confidence communicated by
the recommendation itself, the cumulative approval load, and the
agent’s accuracy history, predict the shift from genuine contestation
to tacit approval.

These questions shift the debate from a generic question about
trust in agents to a specific agenda about security decisions. The
challenge is not to decide whether agents can participate in the
SSDLC, but to establish under which conditions their actions remain
attributable, contestable, and auditable.

Artifact Availability
No artifacts were produced for release
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